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The second half of the chessboard 

Original idea: George Gilder at the Cato-Brookings Institution conference 
"Regulation in the Digital Age," held in Washington D.C. on April 17-18, 1997. 

The cost-performance of electronics doubles every 
18-24 months (Moore’s Law) 
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Source: Gordon E. Moore. Cramming more components onto integrated  circuits. Electronics 
Magazine 38(8), 19/4/1965, available at ftp:// download.intel.com/museum/Moores_Law/Articles-
Press_Releases/ Gordon_Moore_1965_Article.pdf and Analysys 

38 Doublings 
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Moore’s Law in Action: 
 

Source: Intel & Financial Times 
 

The family of processors known as 
“Haswell” are based on circuits 
just 22 nanometre feature size, 
reduced from the 32 nanometres 
of the previous generation “Sandy 
Bridge”.  

 

Latest target is 5 nanometre 
feature size using extreme ultra 
violet light to mask chips prior to 
etching. 

Opto-electronics follow the same path (Moore’s 
Law operates in telecoms, too) 

Source: http://www.zdnet.co.uk/news/emerging-tech/2011/05/24/scientists-hit-record-
breaking-26tbps-by-laser-40092859/ 
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Karlsruhe Institute of Technology reports a transmission rate of 26 
Terabits/sec over a distance of 50 kms using 325 multiplexed optical 
channels from a single laser on a single fibre… 
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The cost-performance of magnetic storage doubles 
roughly every 18months… 
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Source: E. Grochowski and R. D. Halem. Technological impact of  magnetic hard disk drives 
on storage systems. IBM Systems Journal 42 (2) 21/4/2003, available at https://
www.research.ibm.com/journal/sj/ 422/grochowski.html and Silicon Image 

31 Doublings 

Cooper’s law for wireless 
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Cooper’s Law, (after ArrayComm Chairman, Martin Cooper), states that the 
number of conversations (voice and data) conducted over a given area, in all of the 
useful radio spectrum, has doubled every two and a half years for the last 107 years, 
ever since Marconi discovered radio in 1895.  Latest is WiGig Alliance developing 
9Gbit/sec WiFi… 

45 Doublings 

Source: ArrayComm 



5 

The first half of the chessboard has already 
delivered some surprises 

Microsoft Corporation, 1978 

Source: Internet World Statistics http://www.internetworldstats.com/stats.htm 

Internet users – world distribution 2013 
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Communications spend as a proportion of household income 
increased from 1995 -2009 across the OECD countries… 

Source: OECD Communications Outlook 2011 

The second half of the chess board - total mobility… 

50 billion 
devices are 
expected to be 
connected to 
mobile 
networks by 
2020 

Source: Apple 2013 & Ericsson's VP of systems architecture, Håkan Djuphammar - 2009 
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Again an exponential growth… 

Source: Akamai “State of the Internet Report First Quarter 2014  
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But we have seen this before in the context of the 
telegraph… 
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Source: Tom Standage, The Economist, “The Victorian Internet” 

No invention of modern times has 
extended its influence so rapidly as that 
of the electric telegraph.  The spread of 
the telegraph is about as wonderful a 
thing as the noble invention itself 

Scientific American - 1852 

Tom Standage’s book drawing analogies 
between the development of the 

telegraph networks and the Internet. 

“Imagine an almost instantaneous communication system that would 
allow people and governments all over the world to send and receive 
messages about politics, war, illness, and family events. The government 
has tried and failed to control it, and its revolutionary nature is trumpeted 
loudly by its backers. The Internet? Nope, the humble telegraph fit this bill 
way back in the 1800s. The parallels between the now-ubiquitous Internet 
and the telegraph are amazing, offering insight into the ways new 
technologies can change the very fabric of society within a single 
generation.  

Amazon.com review… 
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On war & peace, with the success of the 
Atlantic Telegraph cable in 1858… 

“The Atlantic is dried up, and we become in reality as well as 
wish one country.  The Atlantic Telegraph has half undone 
the Declaration of 1776, and has gone far to make us once 
again, in spite of ourselves, one people.”  

The Times: 

Briggs & Maverick1: 
“It is impossible that the old prejudices and hostilities should longer exist, while 
such an instrument has been created for the exchange of thought between all 
the nations of the earth.” 

1 The story of the telegraph and a history of the great Atlantic cable: a complete record of the inception, progress and 
final success of that undertaking, a general history of land and oceanic telegraphs, descriptions of telegraphic 
apparatus.  By Charles Frederick Maverick & Augustus Briggs  

 

Charles Bright – “Submarine Telegraphs” 1898: 
“The facility and rapidity with which one government is now enabled to 
know the ‘mind’ – or at any rate, the professed mind – of another, has often 
been the means of averting diplomatic ruptures and consequent wars 
during the last few decades” 

On ‘Information Overload’… 

“If the army and navy, diplomacy, science, literature 
and the press can claim special interest in the 
telegraph, surely the merchant must have as deep an 
interest…  but I am not prepared to say that it has 
proved to be an unmixed blessing.”  

New York Businessman W. E. Dodge in 1868: 

A Boston Businessman lamented on the ‘Stock Ticker’: 
“The letters and figures used in the language of the tape are very few, 
but they spell ruin in ninety-nine million ways.” 

Another quote: 

“The record of the little chattering machine can drive a man suddenly to 
the very verge of insanity with joy or despair.” 
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On Crime, Compression and 
Cryptography… 

“Some simple yet secure cipher, easily acquired and 
easily read should be introduced, by which means 
messages might to all intents and purposes be ‘sealed’ 
to any person except the recipient.”  

Quarterly Review 1853: 

Inspector John Bonfield (Chicago Policeman)  1888: 
“The educated criminal skims the cream from every new invention if he 
can make use of it.”  The telegraph was no exception, providing 
unscrupulous individuals with new opportunities for the old crimes of 
fraud, theft and deception… 

The ABC code (compiled by William Clausen-Thue: 
Represented many common phrases by a single word, a particular 
advantage when sending intercontinental telegrams as these were 
extremely expensive… 

The telephone largely displaced the 
telegraph and has had its own impact on 

democracy… 

In “The Wealth of Information: A Profile of the Post-
Industrial Economy” published in 1983, Tom Stonier 
argued that totalitarian regimes are incompatible with 
a telephone density of more than twenty lines per 
100 inhabitants.  This may well have had significance 
in the dissolution of the Soviet empire… 
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E M Forster’s apocalyptic short story 
about the role of technology, The 

Machine Stops, 1909 

“Anybody who uses the Internet should read E.M. 
Forster's The Machine Stops. It is a chilling, short 
story masterpiece about the role of technology in 
our lives. Written in 1909, it's as relevant today as 
the day it was published. Forster has several 
prescient notions including instant messages 
(email!) and cinematophones (machines that project 
visual images).  
Paul Rajlich National Center for Supercomputing Applications, University 
of Illinois  

HG Wells’ prophetic vision of the 
future, The Shape of Things to Come, 

1933 

“It is remarkable to note how long mankind was 
able to carry on without any knowledge organisation 
whatever. … Nor was there any conception of the 
need of a permanent system of ordered knowledge, 
continually revised, until the 20th century was 
nearing its end. … [To those of an earlier age] our 
Fundamental Knowledge System … with its special 
stations everywhere … would have seemed 
incredibly vast.” 
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We are drowning in data…. 
Where is the life we have lost in living? 
Where is the wisdom we have lost in knowledge? 
Where is the knowledge we have lost in information? 
 
T S Eliot, Choruses from ‘The Rock’, 1934 
 
And a codicil for the 21st century…  
Where is the information we have lost in data? 
 The amount of information created, stored and replicated in 2006 

had been calculated to be 161 Exabytes (1018) - equivalent to 
three million times the information in all books ever written and 
20 Gigabytes for every man, woman & child on the planet. That 
figure reached 800 Exabytes in 2009.  

Source: EMC http://www.emc.com/leadership/digital-universe/expanding-digital-universe.htm 
and The Geneva Association Information Newsletter – May 2010  
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A double-edged sword? 

A double edged sword 

 	


   	


•  Access to information and 
teaching, especially in less 
developed countries 

•  New channels for the expression 
of political dissent and 
opportunities to challenge 
totalitarian systems 

•  ‘Secure’ anonymous access 
through systems such as TOR 
(The Onion Router) 

On the positive side On the negative side 

•  New opportunities for organised 
crime, espionage and censorship. 

•  New tools for States to monitor 
and track those they regard as 
“troublesome”… 

•  The destruction of privacy in a 
‘Transparent Society’ 
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The power of Massive Open Online Courses - MOOCs 

n  Jonathan Shaw is a photographer, researcher and educator based 
in the UK. He is Associate Head of the Media department for 
Innovation, Profile and Research, at the School of Art & Design, 
Coventry University. He is responsible for ‘creative practice’ research 
as part of the Centre of Disruptive Media. 

n  As an educator, leading the photography team he has pioneered free 
and open undergraduate photography classes #picbod (Picturing the 
Body) and #phonar (Photography and Narrative). These classes 
have been accessed by thousands of people all around the globe 
and the Photographic Mediations collection he curates on iTunesU 
has now been accessed over a million times. 

n  In 2011 they successfully launched the worlds first free ‘photography 
class in an app’. The latest version #picbod 2012 has just been 
featured as ‘What’s Hot’ in Photography apps in iTunes. 

n  Jonathan is an Adobe Education Leader, a Fellow of Royal 
Photographic Society (RPS) and a Fellow of the RSA. 

A UK example from Coventry University: 

Source: http://jonathan-shaw.com/blog/about/ 

New channels for the expression of political dissent 
and opportunities to challenge totalitarian systems 

 Role of the Internet in the “Arab Spring” 

After analyzing over 3 million tweets, gigabytes of YouTube content and 
thousands of blog posts, a new study finds that social media played a 
central role in shaping political debates in the Arab Spring.  Conversations 
about revolution often preceded major events on the ground, and social 
media carried inspiring stories of protest across international borders. 

Main Findings: 

First, social media played a central role in shaping political debates in the 
Arab Spring. 

Second, a spike in online revolutionary conversations often preceded major 
events on the ground. 

Third, social media helped spread democratic ideas across international 
borders. 
 Source: Opening Closed Regimes: What Was the Role of Social Media During the Arab Spring? 

Howard, P.N., Duffy, A., Freelon, D., Hussain, M., Mari, W. & Mazaid, M. (2011).  
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‘Secure’ anonymous access through systems such as TOR  

Source: https://www.torproject.org/ 

New opportunities for organised crime… 

Source: Akamai State of the Internet Report Q1-2014 and Computer Weekly 6th August 2014 

Russian hackers steal over a billion usernames and passwords  

In a blog post written by Hold Security, the company said it took seven months of 
research to track down the data breach. The company nicknamed the Russian gang 
CyberVor (“vor” means “thief” in Russian). The company claimed CyberVor hacked 
over 420,000 web and FTP sites to obtain over 4.5 billion records, 1.2 billion of 
which “appear to be unique”.  

Attack traffic, top originating countries (by IP address) 
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The “Snowden” 
revelations shocked 

many… 

Source: Wired 1st August 2014 

An independent commission of top-
level international policy makers and 
politicians will open a two-year 
investigation into the way 
governments use internet data 
following revelations of mass online 
surveillance by the US and its allies.  

Carl Bildt, Sweden’s foreign 
minister, is to chair a 25-member 
panel, which was announced at the 
World Economic Forum in Davos on 
Wednesday, that will scrutinise the 
way governments use internet data 
and will propose rules to protect 
citizens’ rights online. (FT 22/01/14) 

The new information security law 
places restrictions on Russian 
bloggers and social media users. 
The law states Russian bloggers 
cannot be anonymous and that 
popular blogs must register with a 
regulator. (CW 06/08/14) 

Controlling the troublesome part 1… 

Sources:  Financial Times, Computer Weekly 
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Canada’s courts challenge intelligence 
agencies… 

The court defined an expansive duty on 
any intelligence organisation seeking ex-
parte assistance from the court to carry 
out electronic surveillance to be over 
abundantly forthcoming in describing the 
activity in question… 

Extra-territorial application: the court said 
that when asking for assistance from a 
foreign state, Canadian agencies must 
take into account whether the foreign state 
will carry out investigations in violation of 
international human rights. The decision 
adopts the view that FISA and other 
5EYEs enabling statutes violate 
international law: 

U.S. officials announced 
plans Friday to relinquish 
federal government control 
over the administration of 
the Internet, a move that 
pleased international 
critics but alarmed some 
business leaders and 
others who rely on the 
smooth functioning of the 
Web.  

(Washington Post 
14/03/2014 ) 

Controlling the troublesome part 2… 

Privacy in the last 
chance saloon? 

Source: Wired 1st August 2014 
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The destruction of privacy part 1… 

Source: 
http://www.statslife.org.uk/news/1672-new-rss-research-finds-data-trust-deficit-with-lessons-for-policymakers 

A new survey by Ipsos MORI for the Royal Statistical Society suggests that there is 
a general 'data trust deficit', and that public support for sharing personal data 
depends very much on who it is being shared with - and for what reason. 

The research found that the media, along with internet, telecommunications and 
insurance companies, all come at the bottom of a ‘trust in data’ league table. Only 
four to seven per cent say they have a high level of trust in these organisations to 
use data appropriately, compared with 36% trusting the NHS and 41% trusting their 
GP. However, nearly all institutions suffer a ‘trust in data deficit’, whereby trust in 
them to use data appropriately is lower than trust in that institution generally. 

Broadly, the poll found more support for data-sharing across government than not 
sharing data at all, if it is ‘for the benefit of services and me’ and provided there are 
safeguards in place. The research also found low opposition (17%) to the 
government sharing anonymised data for public-funded research in universities 
and similar organisations; around half said they would either ‘tend to 
support’ (38%) or ‘strongly support’ (12%) this.   

Other data recipients and uses, however, attracted a high level of suspicion. Four 
in ten of those polled said they would ‘tend to oppose’ (24%) or ‘strongly 
oppose’ (17%) the government sharing anonymised data with companies in order 
to ‘help improve their products and services, or develop new services’.  

The destruction of privacy part 2… 

Source: United Nations A/HRC/27/37 30th June 2014  

International human rights law provides a clear and universal framework for 
the promotion and protection of the right to privacy, including in the context of 
domestic and extraterritorial surveillance, the interception of digital 
communications and the collection of personal data. Practices in many States 
have, however, revealed a lack of adequate national legislation and/or 
enforcement, weak procedural safeguards, and ineffective oversight, all of 
which have contributed to a lack of accountability for arbitrary or unlawful 
interference in the right to privacy.  

In addressing the significant gaps in implementation of the right to privacy, 
two observations are warranted. The first is that information relating to 
domestic and extraterritorial surveillance policies and practices continues to 
emerge…. Any assessment of surveillance policies and practices against 
international human rights law must necessarily be tempered against the 
evolving nature of the issue. A second and related observation concerns the 
disturbing lack of governmental transparency associated with surveillance 
policies, laws and practices, which hinders any effort to assess their 
coherence with international human rights law and to ensure accountability.  

The right to privacy in the digital age  

Report of the Office of the UN High Commissioner for Human Rights  
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The rise of iDemocracy 
(with apologies to Douglas Carswell) 

●  “The Digital revolution will not only limit the ability of 
Government to keep living beyond its means.  It is starting to 
mean that the idea things should organised by officialdom in the 
first place is on the wane…” 

●  “Public administration need no longer be something done for the 
public by officialdom.  Increasingly it could be done by the 
public for themselves.” 

●  Public services … will be increasingly managed by those that use 
them.  Instead of a national school curriculum, why not have 
parents and teachers tailor a personal curriculum for each child?  
Rather than a medical care package or home care support 
commissioned for your elderly relative by officials, why not 
design the assistance you know they really need?” 

Source: The End of Politics and the birth of iDemocracy by Douglas Carswell, Biteback Publishing 
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Summing up – ever optimistic… 

 	


   	


•  The Internet, Cloud Computing and Data Analytics, all driving 
the ‘Information Age’, are hugely significant, in my opinion on 
a par with the Industrial Revolution. 

•  Change at exponential rates is highly disconcerting and 
disruptive, human beings still tend to think and extrapolate in 
linear terms. 

•  History can guide us to some extent.  Neither wild optimism 
nor pessimism in the end seem appropriate.  We will 
(eventually!) learn how to live with the new situation. 

•  Change though will be necessary and this may well involve the 
development of new multi-lateral forms of co-operation to 
address the challenges of state sponsored interception, 
jurisdiction, failed states and ungoverned spaces… 
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But always 
remember that 
new technology 
can sometimes 

have unexpected 
impacts…. 

Oh dear…! 

Questions? 

Slides downloadable from: www.profjimnorton.com/
unedinburgh1.pdf 


